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PCl Compliance

Anyone involved with the processing, transmission, or storage of card data must comply with the Payment Card Industry
Data Security Standards (PCI DSS). This is why ThenMedia uses Stripe’s embeddable card-payment system, Stripe
Checkout, to enable our clients to accept card payments on their website.

The simplest way to be PCl compliant is to never see (or have access to) card data at all. Stripe makes this easy as they do
the heavy lifting to protect customers’ card information. By using Stripe Checkout, payment information is securely
transmitted directly to Stripe without it passing through our servers.

Stripe has been audited by a PCl-certified auditor and is certified to PCI Service Provider Level 1. This is the most
stringent level of certification available in the payments industry. To accomplish this, Stripe use the best-in-class security
tools and practices to maintain a high level of security at Stripe.

Encryption of sensitive data and communication

All card numbers are encrypted at rest with AES-256. Decryption keys are stored on separate machines. None of Stripe’s
internal servers and daemons can obtain plaintext card numbers but can request that cards are sent to a service provider
on a static allowlist.

Stripe’s infrastructure for storing, decrypting, and transmitting card numbers runs in a separate hosting environment,
and doesn’t share any credentials with Stripe’s primary services (API, website, etc.).

Using TLS and HTTPS

TLS (Transport Layer Security) refers to the process of securely transmitting data between the client and our server. This
was originally performed using the SSL (Secure Sockets Layer) protocol. However, this is outdated and no longer secure,
and has been replaced by TLS. The term SSL continues to be used colloquially when referring to TLS and its function to
protect transmitted data.

TLS attempts to accomplish the following:
Encrypt and verify the integrity of traffic between the client and our server

Verify that the client is communicating with the correct server. In practice, this usually means verifying that the owner
of the domain and the owner of the server are the same entity. This helps prevent man-in-the-middle attacks.
Without it, there’s no guarantee that you’re encrypting traffic to the right recipient.

All ThenMedia sites are served securely using TLS. This includes ThenMedia Cloud and even websites which don’t
include Stripe Payments.

Third Party Payment Methods

Stripe offers integrations with various third party payment systems such as ApplePay. If and when ThenMedia uses these
additional payment services, we do so using the Stripe servers as a conduit. This means that, as with regular credit card
transactions, no personal data is retrieved or stored on ThenMedia servers.

As with other Stripe payment services, these third party transaction systems are fully audited by a PCl-certified tutor to
ensure full compliance.
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Stripe Payment Flow
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The Stripe Payment System runs entirely detached from ThenMedia Servers. The screenshot below shows the portion of
the ThenMedia eCommerce code including the embedded Stripe iFrame.

v <form id="payment-form"> = $0
<input type="hidden" id="tmscs" name="tmscs" value=
"cGLfMOOYWHVXTG50VDQ20FpHbTAWeVpsSVNOX3N1Y3] 1dF92ZWNIUH15bUpMZ21TR1FtcWI4UGFjR1hY">
<div id="card-element" class="StripeElement StripeElement—-empty">
<div class="__PrivateStripeElement" style="margin: @px !important; padding: @px !important; border:
none !important; display: block !important; background-color: transparent !important; position:
relative !important; opacity: 1 !important;">
<iframe name="__privateStripeFrame6576" frameborder="0" allowtransparency="true" scrolling="no"
role="presentation" allow="payment %" src="https://js.stripe.com/v3/elements-inner-card-
a7abadcfa049dda3d718feef9015bf66. html#wait=Ffalse&mids [guid]=95dd87c1-c9@c-4b62-8bbc-
90e250dd157a502aeb&mids [muid]=af32d43e-6266-4d1f-aB4c-50bbae6bf2b3da35b4&mids [sid]=acc229eb-3f30-
4b4a-bb5b-516c5d0c33639bc190&hidePostalCode=true&rt1=false&componentName=card&keyMode=1ive&
apiKey=pk_live_51]fKeyLnNT468ZGmmL28w039e@tdpIYDGd7BOXQF cac6EKHFK32Tw5T@PoL17bXA0HMZfivlqR2sq9ddcZ3x1
bNy@0yXoKwqj f&referrer=https%3A%2F%2F . canalbookshop. co.uk%2Fcheckout.html&
controllerld=__privateStripeController6571" title="Secure card payment input frame" style="border:
none !important; margin: @px !important; padding: @px !important; width: 1px !important; min-width:
100% !important; overflow: hidden !important; display: block !important; transform: translate(@px)
limportant; color-scheme: only light !important; height: 16.8px;">
#document
<!DOCTYPE html>
<html lang="en">
<head>..</head>
<body>..</body>
</html>
</iframe>
<input class="__PrivateStripeElement-input" aria-hidden="true" aria-label=" " autocomplete="false"
maxlength="1" style="border: none !important; display: block !important; position: absolute
!important; height: 1px !important; top: -1px !important; left: @px !important; padding: ©@px
!important; margin: @px !important; width: 100% !important; opacity: @ !'important; background-color:
transparent !important; pointer-events: none !important; font-size: 16px !important;">
</div>
</div>
<button id="submit" disabled>..</button>
</form>

ThenMedia Limited
Charter Court, Chester Road, Bretton, Chester, CH4 ODH
LTD Company No. 07990449 | VAT No. 132 3260 57



